
Cyber Threat Defender: Card List Use the check list below to keep track of 
your Cyber Threat Defender cards!

= 2020 Starter Deck = 2018 Starter Deck
* = powerful

= Advanced Threat Booster = Personnel Booster

= ISAO Booster = CyberPatriot Booster = Lockheed Martin Booster = MITRE Booster= USAF Booster = Scholarship for Service Booster

Advanced Persistent Threat 
Advanced Threat Monitoring
Alureon Trojan 
All-in-One Computer 
Anti-Malware Not Updated 
Anti-Malware/Virus
Application Rootkit
Attend Security Conference 
Backup Failure 
Backup Power Generator
Binary Search 
Bluesnarfing
Blue Team
Boot Integrity
Booz Allen Dark Labs
Budget Cuts
Budget Increased
Buffer Overflow
Compromised User Account
CrowdStrike Falcon Overwatch
CrowdStrike Falcon Prevent
CryptoLocker
Cyber Risk Analyst
Cyber Threat Analysis
CyberPatriot
Data Backup
Data Care
Data Destruction
Data Disposal Policy
Data Driven Cybersecurity
Data Exfiltration

Database Server
Deceptive Phishing
Dedicated Server
Defense In Depth
Denial of Service (DoS)
Desktop Computer
Digital Forensic Examiner
Digital Media Archive 
Drive-By Download 
Dumpster Dive

Encryption
Enhanced Threat Protection
Extreme Overheating
Failed Certification
Filter Network Traffic

Financial Data 
Firewall
Firewall Rules Not Updated
Footprinting
Forgot to Patch OS
Hacktivist
Hardware Failure
Honeypot

Host-Based Firewall
Hostile Screen Capture
Hyperjacking
I Love You Virus
Intelligence Driven Defense
Internal Spear Phishing
Information Security Analyst
Information Security Specialist

Information Sharing
Intrusion Prevention
Insider Threat
ISAO Membership 
ISP Connection
IT Auditor
IT Security Consultant
IT Security Engineer 
JACKAL
Job Fair
Keylogger
Laptop Computer
Malicious App
Malware Analyst
Memory Leak
Mini PC
MITRE ATT&CK
Mobile Device Management
Netbleed
Network DoS
Office Laptop
OS Update/Patch
Outdated Policy
Password Cracked
Penetration Tester 
Phishing Training
Phishing
Ping Flood
Ping of Death
PLAY Ransomware
Polymorphic Malware 

= Rackspace Booster

 ♦
 ♦

 ♦

 ♦

 ♦

 ♦

= Data Defense Booster

 ♦

 ♦ = uncommon

 ◊

 ♦

 ♦

 ♦
 ♦

 ♦

 ◊

 ♦

= GulaTech Data Care Booster

 ◊

 ◊

 ◊

 = Booz Allen Booster

 ◊

 = Air & Space STEM Booster
 ◊ = rare

*

 ♦

 ♦

 = CrowdStrike Booster

*
 ◊

 ◊

 ◊

*

Poor Encryption Key
Power Outage 
Privacy Violation 
Purple Team
Rackspace Managed Services 
Ransomware 
RECESS SPIDER
Recruitment Drive 
Red Team
Redundant System  
Resource Hijacking
Rogue Employee 
Rootkit Malware Loader
SCATTERED SPIDER
Scholarship for Service
Scientific Research
Search Engine 
Secure Coding Practices 
Security Manager 
Security Operations Center
Security Systems Administrator 
Security Training
Sirefef Trojan 
SnapAttack
Smartphone 
SOAR
Software Data Corruption
Spear Phishing 
Spoofed Scan
Spoofing/Hacking 



Cyber Threat Defender: Card List Use the check list below to keep track of 
your Cyber Threat Defender cards!

* = powerful ♦ = uncommon

Spyware 
SQL Injection 
Stack Overflow 
Strategic Planning 

SYN Flood
System Audit
Tablet
Technical Information Gathering
TeslaCrypt

Threat Analysis
Threat Hunter
Trojan Horse 
Two-Factor Authentication 
Unistallation
Unscheduled Maintenance 
Unsecured WiFi

Website Defacement
Wireless Router
Wireless Sniffing 
Zero-day Exploit 
Zero Trust
Zeus

 ♦
 ♦

 ◊ = rare

 ♦

 ♦

 ◊
 ◊

 ◊

= 2020 Starter Deck = 2018 Starter Deck = Advanced Threat Booster = Personnel Booster

= ISAO Booster = CyberPatriot Booster = Lockheed Martin Booster = MITRE Booster= USAF Booster = Scholarship for Service Booster

= Rackspace Booster

= Data Defense Booster= GulaTech Data Care Booster

 = Booz Allen Booster  = Air & Space STEM Booster  = CrowdStrike Booster


