CIAS

©2024 — The University of Texas at San Antonio



What is Cyber Threat Defender?

Cyber Threat Defender (CTD) is a competitive, collectible card game
similar to games, such as Pokémon or Magic the Gathering. Through
the use of booster packs, players can customize their decks to develop

different strategies to defeat their opponents.

Cyber Threat Defender Cyber Threat Defender

d Threat Booster Pack Cyber Personnel Booster Pack
2P s o i Contains 12 Playable cards
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Cyber Threat Defender Objective?

Players create a network of Assets and build Defenses to prevent
Attacks and from opponents and Events are

can happen.

Asset

LS AT
ILaptop Computer

\\N\WWW" ;
—_

[Asset - Wireless, System

= NN

A typical laptop computer that can be
used to connect to the Internet via a
Wireless Router.

You must have a Wireless Network type
card in play before playing this card. You
receive 1 point each round this card is in
ke | play.

_©.2020 The' University of Téxas,at,San’Antonio,

Defense

N AlT) CON\N e

1110010 01100101 01010000 01110010 01100101 0111010
1110100 01111001 01000001 01110111 01100101 011100
1101111 01101101 0110072 0011001101111 0111100
41100101 01110011 01 110010 01100101 0101000

[Defense Encryption

You activate encryption on your wireless
device. This scrambles the signal so that
attackers can't listen to your wireless
traffic.

Select a Wireless Network card that you
have in play and attach this card to it. That

ped | Wireless Network is now encrypted. While

encrypted, it cannot be the target of
Wireless Sniffing cards. Remove from play
any Wireless Sniffing cards that affect the
encrypted Wireless Network.

_,©.2020 The' UniveTrsity of Téxas,at,San’Antonio

sz _AlT)

| > NN

™ | opponent has in play. Both the target card

The failure of critical computer and
network equipment causes your
opponent to lose the use of an asset.

Select an Asset - System card that an

and this card are discarded.

©2024 — The University of Texas at San Antonio

various things that

Attack

N AlT) CNN\N e

|Trojan Horse

[Attack - Malware

Your opponent has downloaded a game
which is actually a Trojan Horse, a type of
malicious software (malware). While the
game is played, the program is also
sending copies of files to an attacker.

Select an opponent. That opponent loses

2 1 point per round until this card is

countered.
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Card Types

The four basic types of cards:

The foundation of your computer network

How you protect your network from attacks & disaster
Random happenings, for better or worse

Malicious attempts against your network

e Assets:
* Defenses:
 Events:
« Attacks:

Asset

LS AT
ILaptop Computer

\\N\WWW" ;
—_

= NN

Defense

1110010 01100101 01010000 01110010 01100101 0111010
1110100 01111001 01000001 01110111 01100101 011100
1101111 01101101 0110072 0011001101111 0111100
41100101 01110011 01 110010 01100101 0101000

[Asset - Wireless, System

[Defense Encryption

N AlT) CON\N e

sz _AlT)

A typical laptop computer that can be
used to connect to the Internet via a
Wireless Router.

You must have a Wireless Network type
card in play before playing this card. You
receive 1 point each round this card is in
ke | play.

You activate encryption on your wireless
device. This scrambles the signal so that
attackers can't listen to your wireless
traffic.

Select a Wireless Network card that you
have in play and attach this card to it. That

Wireless Network is now encrypted. While
@l | encrypted, it cannot be the target of
Wireless Sniffing cards. Remove from play
any Wireless Sniffing cards that affect the
encrypted Wireless Network.

_©.2020 The' University of Téxas,at,San’Antonio,
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Event

™ | opponent has in play. Both the target card

The failure of critical computer and
network equipment causes your
opponent to lose the use of an asset.

Select an Asset - System card that an

and this card are discarded.

| > NN

Attack

N AlT) CNN\N e

|Trojan Horse

[Attack - Malware

Your opponent has downloaded a game
which is actually a Trojan Horse, a type of
malicious software (malware). While the
game is played, the program is also
sending copies of files to an attacker.

Select an opponent. That opponent loses

2 1 point per round until this card is

countered.

©2024 — The University of Texas at San Antonio
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Anatomy of a Card

Card Name _
Budget Increased 1 Point Value

Card Type

Event - Upgrade

Card Description

You received an increase to your security
budget and purchased newer and more
powerful equipment.

Attach this card to an Asset - System card
Card Effect Details that you have in play. While the attached NOTE: Some cards affect scoring

Asset - System is in play, it generates 1 s .
e point eac‘; ) indirectly; always read the Card
Effect Details for a full understanding

of how a card affects scoring
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Presenter Notes
Presentation Notes
Every card features five common areas. The name of the card is always at the top, with the point value to its right. The card type is below the image – this is a critical part of the card and helps the player identify other cards it may interact with during a turn. The card description is a valuable learning element for both teachers and students; this first paragraph provides a brief description of what the “card name” relates to in the real world. The second paragraph details the card’s effects – how the card is to be played within the game. If you read the card, you know the card. ​


Common Card Mechanics —

N/ AJT) I S NN\
Desktop Computer '

L —
4

=

I Asset - sttem'

[Event - Upgrade

A typical desktop computer that can be
used to connect to the Internet through
an Internet Service Provider (ISP).

You receive 1 point each round this card is
in play.

_,©.2020 The'University of Téxas.at.San’Antonic

You received an increase to your security
budget and purchased newer and more
powerful equipment.

Attach this card to a card |2
that you have in play. While the attached
Asset - System is in play, it generates 1
additional point each round.

O 6,2020 TR University of TexasabSTRfARtONIE Y
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N/ AT W S NN\
Laptop Computer [

|

N \\\\\\

[Asset - Wireless, System

A typical laptop computer that can be
used to connect to the Internet via a
Wireless Router.

You must have type
card in play before playing this card. You
receive 1 point each round this card is in
play.

¥ 0.2020 THe University of Texas.at,San’Antonic ¢
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Presenter Notes
Presentation Notes
This is an example of how a player may gain points within a turn. This shows two different assets and an event. ​
Note: The Budget Increased card can only be played when an “Asset – System” type card is already in play. It must be “attached” to this Asset – System. It can be attached to either the Desktop Computer or Laptop Computer asset cards, since both are Asset – System type cards. The next slide illustrates.​


Common Card Mechanics — Gain Points

N/ AlT) [N\~
Desktop Computer | (14
- B

-

S YT TrSENSE

Laptop Computer | | 1§

;‘\\\\\\\\\\\W\mmmﬂ / Z

D

T4 5

|

—_—
—

———————
_——

3
\

'/ﬂmnu \\\i

Asset - Wireless, System

I Asset - sttem'

|| A typical desktop computer that can be
used to connect to the Internet through
an Internet Service Provider (ISP).

pe—

|| A typical laptop computer that can be
used to connect to the Internet via a
Wireless Router.

You receive 1 point each round this card
in play.

You must have a type
card in play before playing this card. You
receive 1 point each round this card is in

play.

| You received an increase to your security
budget and purchased newer and more
powerful equipment.

that you have in play. While the attached
Asset - System is in play, it generates 1
additional point each round.

_©.2020 The' UniveTsity of Téxas,at.San’Antonic, _,©.2020 The Uniyversity of Téxas,at,San’Antonio_ ¢
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Presenter Notes
Presentation Notes
This slide illustrates how a Budget Increased card has attached itself to the Desktop Computer card. Even though we are showing two Asset – System type cards, it can only attach to one card.​
Notice why the Desktop Computer was selected by examining the other card. The Laptop Computer card cannot be played during a turn yet because it requires a Wireless Network type card to already be in play. The Budget Increased Card could only be played with the Desktop Computer card.​


Common Card Mechanics —

—~=— 211 LN\~
Desktop Computer l

I Asset - sttem'

A typical desktop computer that can be
used to connect to the Internet through

an Internet Service Provider (ISP). Iﬁfvent - Upgrade

You receive 1 point each round this card

in play. You received an increase to your security

budget and purchased newer and more
powerful equipment.

Attach this card to an ard
that you have in play. While the attached
Asset - System is in play, it generates 1
additional point each round.

¥

UniyveTsity of Téxas,at.San’Antonio,

40,2020 TRE/UnjveTsity of Texas,at:SanfANtor
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=g X171 LN\
Wireless Router l@

N/ AlT) CN\N\ e
Laptop Computer

: ‘\\\\\W\WW L

U

| ”Ml " \\\\\ i

Asset - Wireless, System

[Asset -Wireless Networlq

This wireless router allows laptop
computers and other wireless syst
be connected to the Internet thro
Internet Service Provider (ISP).

—

This card allows unlimited Wireled

F — |
cards to be put into play. A typical laptop computer that can be

used to connect to the Internet via a |
Wireless Router.

You must have a|Wireless Networlkitype
card in play before playing this card. You
receive 1 point each round this card is in

_,0.2020 The University of Téxas,atSan’ play.
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Presenter Notes
Presentation Notes
Now we can see a Wireless Router card. This card type states it is an “Asset – Wireless Network” card, which now allows the Laptop Computer card to be played.​


Common Card Mechanics —

N AlT)
lTrojan Horse

[Attack - Malware

Your opponent has downloaded a game
which is actually a Trojan Horse, a type of
malicious software (malware). While the
game is played, the program is also
sending copies of files to an attacker.

Select an opponent. That opponent loses
1 point per round until this card is
countered.

l

_,©.2020 The'University of Texas.at,San’Anton
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1
1
0

—000—0—0—0O
P S G——

Attack - Phishing

Event

Your opponent responded to an email
asking for their security / login
information. The attacker can now access
your opponent's account and system.

Select an opponent. That opponent loses
2 points each round for 2 rounds. Remove
this card from play after 2 rounds.

_,©.2020 The'UnijveTsity of Téxas,at.San’Antoni
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Your opponent has forgotten to update
their firewall rules which will allow
attackers to penetrate it using newer
exploits.

Select a Firewall card that an opponent
has in play and discard that card. Your
opponent loses 2 points this round.

Remove this card from play after 1 round.

= &,

40,2020 ThelUniversity of Tex:
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Common Card Mechanics —

[Defense - Software [ Defense - Software

[Event

You install or update anti-malware and You configure host-based firewalls on all
anti-virus software on your computer of your systems and servers. Firewalls
systems. This prevents known viruses and typically establish a barrier between a
other malicious software (malware) but trusted internal network and untrusted

needs to be updated periodically. external network, such as the Internet. Select anfAsset - Systemlcard that an
opponent has in play. Both the target card

This card removes all| Attack - Malwarel While in play, this card counters and and this card are discarded. -

cards targeting you and remains In play. prevents cards targeting ||

While this card is in play, you cannat be you. You may only have one of this card in

the target of Attack - Malware cards. You

may only have one of this card in play.

The failure of critical computer and
network equipment causes your
opponent to lose the use of an asset.

€ Univesity of Téxas,at,San/Antonio = O 0,2020 TR Univaisity of TaxasabSanfARIONTE ¥

o Y o a—
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The Value of Cards

Read the bottom paragraph of each card description

 Indicates points gained or lost and who is affected
Not all cards are worth points
» Playing an Attack card makes your opponent lose points, not you!

N AJJ) C\\\nae N7 __4AlJ1) CESNN .

|La'°t°p oo " '
§ e 1\

//// i \\\\\\

i 2 - il
{Asset W|reless System [Attack- Malware

mn 7

A typical laptop computer that can be o The failure of critical computer and Your opponent has downloaded a game

) | used to connect to the Internet via a network equipment causes your ' | which is actually a Trojan Horse, a type of
Wireless Router. A opponent to lose the use of an asset. malicious software (malware). While the |}

game is played, the program is also

You must have a Wireless Network type Select an Asset - System card that an sending copies of files to an attacker.

card in play before playing this card. You opponent has in play, Both the target card

ol receive 1 point each roundkhis card is in | | and this card are discarded. . w That opponen
play. . . .
fp—

ntil this card is

|
countered.

3 S . o AT o - - — \a S o, — . R cy A
_,©.2020 The'UniveTsity of Téxas,at,SanAntonio_. - _.0,2020 TR UniveTsity of Texas,at:SanfAnton _©.2020 The UniveTsity of Téxas,at,San’Antonio .
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Presenter Notes
Presentation Notes
While the point value of a card is always indicated in the top right corner, but remember to read the second paragraph throughout game play. The second paragraph can reinforce and/or introduce point values of individual cards.​


N AlT) LN\

Recommended Layout for Play

Your opponent has downloaded a game
which is actually a Trojan Horse, a type of
malicious software (malware). While the

 We recommend that players keep all
cards they play in their own area

countered.

« Any Attack or Event card in play can be
viewed as targeting the opponent (where

typically establish a barrier between a
trusted internal network and untrusted
external network, such as the Internet.

While in play, this card counters and
b=t | prevents Attack — Denial cards targeting
you. You may only have one of this card in

* Note: cards can either hinder your i,

¥ 02020 THE Univelsity of Texis.atSa/ARIONIE~

opponent or benefit yourself. Read the

cards carefully @ —

Asset - ISP

Establishes a connection to the Internet Atypical desktop computer that can be

through an Internet Service Provider (ISP). used to connect to the Internet through
an Internet Service Provider (ISP).

This card allows you to put 2 Desktops or

Servers in play. You cannot gain points

unless you have at least 1 ISP Connection in play.

in play. —

& _,©.2020 THe Uniyelsity of Téxas,at,Ssh/Antonic A% _/©.2020 THe Univelsity of Téxas,at,Sah/Antonic

o_
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Recommended Layout for Play (with no game mat)

Attack and
Event Cards

Defense Cards

Asset Cards

©2024 - The University of Texas at San Antonio c IAS

Player’s Network Area


Presenter Notes
Presentation Notes
The majority of students playing Cyber Threat Defender will not have access to their own personal game mats. Mats are a great asset and visual aid to keep the play area organized, but they are not required to play the game. Here we can see the recommended layout for play. The asset cards should always be closest to the person with the defense card placed right above them. Remember, the defense cards are protecting the assets, so this provides a visual reinforcement of that concept. The attack cards are actually targeting the opponent, so these are placed above the assets and defenses. Most event cards (that are designed to hinder the opponent) are discarded immediately after use, so these can be placed in either with the attack cards or temporarily placed off to the side.​


Cyber Threat
Defender

[Attack - Malware

[An attacker has launched a Denial of
Service (DoS) attack against your
opponent's systems. One system is now

| not functioning and no work can be
accomplished on t.

Select an Asset - System card that your
opponent has in play. That Asset - System |
cannot generate any points for 1 round.

Your opponent is hit by the "I Love You"
email virus. It appeared to be an email

from a friend with the subject "I Love You" |§

but contained an attachment that
destroyed system files when opened.

Select an opponent. That opponent loses
1 point per round until this card is
countered and removed from play.

Remove this card from play after 1 round.

—©,2018 TH Univelsity of Texbs.atSAROnIG~
11[,‘ AVASaawanwsl

Your opponent experiences a loss of
electrical power. This means that no work
can be accomplishe

NN\

1110010 01100101 01010000 01110010 01100101 0111010
1110100 01111001 01000001 01110111 01100101 0111001 @
1101111 01101101 011007200110 01101111 0111100
1100101 01110011 01 110010 01100101 01010

10010 01100; i 0000
1000110 011011 01110011

% &,

Select an opponent. That opponent loses
their next turn and receives no points
during that round for any of their Asset
cards.

0,201 THE Univeisity of TexhsatSTHARGRIELY.

You configure host-based firewalls on all
of your systems and servers. Firewalls
typically establish a barrier between a
trusted internal network and untrusted
external network, such as the Internet.

While in play, this card counters and
prevents Attack — Denial cards targeting
you. You may only have one of this card in

Defense - Encryption

You activate encryption on your wirele:
device. This scrambles the signal so that
attackers can't listen to your wireless
traffic.

Select a Wireless Router that you have in

et 0000011000010111001001)

encrypted, it cannot be the target of

% [ hacker who exploit

Attack - Hack
— —
| Your opponent has been the target of

h h ed a vulnerabil
| oofed" their login data so it sppsy

| they were a [,
gitimati
2s stolen critical data, - ¢ "acker

Select an oppon
: ent. That oppon
points perr opponent loses
s per round until this card is

a|ld pJeasig

e
play. Wireless Sniffing cards. Remove from play 1 1 0 1 1 0 1 1 1 1 0 1 10 1 10101 10
any Wireless Sniffing cards that affect the
encrypted Wireless Router.

62618 THE Uriversity of TadsatSHARONE~ ¥ 00 1 000000 | 10000 101 1 10

" S—
. - P N e TRy T

BAMVAAVV AV AT amm— - === -

000011000010111001001100101001000000110000101

Cyber Threat
A R Defender

[A typical desktop computer that can be [Establishes a connection to the Internet used to connect to the Internet via a ’ .
used to connect to the Internet through through an Internet Service Provider (ISP). Wireless Router. 101100101011 1001 S0110111101101 10101104
an Internet Service Provider (ISP). : d ; . QL3101 1001010111001 t01101111011011
| ) ) ) This card allows you to have two Internet Service Provider (ISP). You must have a Wireless Router in play 01100101011 100110010000001 10005
You receive 1 point each round this card is Asset - System or Asset - Server cards in before playing this card. You receive 1 )
in play. play. You gain one point at the end of You must have this card in play bl | point each round this card is in play. e 01s 10110010101 3300075 |

each round that this card is in play. onicaiooiiiony

Quo1 10010
|
- 3 = | = e
0,201 THE Univelsity of Téxas,at SSARLONIG~ ¢ _/©.2018 The University of Texas.at.San’s —

o i —
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What is your strategy?

While you play, consider some of the following scenarios.

©2024 — The University of Texas at San Antonio c IAS



What is your strategy? Defense Cards

Placing defense
cards as soon as
possible.

Japuajaqg

1231yl JaqAd

- —_4 Fa—>
Anti-Malware/Virus ©
'

N

| Ao
= | womauuon asi  3sea)1e aney nok ssapun|

Aedul
Tone331 04

I«
10 5do1ysq 2 nd 01 NoA SmOe pied st

(as1) 3pinosq adins2s Jauszwu) ve yBnoi 3
3

(as1) sapinosq aoimsas Tausa e,
yBNOII12UsE1UI a1 03 1200 01 pasn |

dsi-33ss

UoR23UL0) ds|

Host-based Firewall ©

warshs 055y

Jaindwio) dorysaq
TN w28

- __4 Fa—> oo
05 Update/Patch @

Defense - Software Update

s and servers, Firewals

| Systems.

other
needs to be updated periodicall.

external network, such as the Internet.

| there is a ritical update to your operating
tem (05). It patches asecurity
would allow attackers to
take over your computer.

car i
While this cad is i play, you cannot be.
the target of Attack - Malware cards. You
may only have one of thiscard i play.

©2024 — The University of Texas at San Antonio

i 1"Forgot to Patch
Bel| 05° event card, but this card must ben |

card s played. You may only have one of
this card in play.

s Al S
Desktop Computer

Tsset-System

Ths card allows you to put 2 Desktops or
Servers n play. You cannot gain points.
unless you have atleast 1 ISP Conectior
in play.

| et through
an Internet Service Provider (15P).

You receive 1 point each round this card is Il
in play =

6,362 TG Unfiy of Thabe
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What is your strategy?

feid
loR>2U0Y g1 T 35891 16 anel oA ssajun
Syuiod Ui 10uues noj “Aefd u siansas|
10 5do1ysq 2 nd 01 NoA SmOe pied st

(as1) sapinosq aoimsas Tausa e,
(as1) 3pinosq adins2s Jauszwu) ve yBnoi 3 UBNOALA J2UIIUI 34) 01930103 03 pasn [
3

For example, if e
you are going to play

a Wireless Router,
you may consider
playing an
Encryption card to
stay protected.

~ a1 —_—
Encryption ©

You activate encryption on your vireless
% device. This scrambles the signal so that
attackers can't lten to your wireless

(Asset - Wireless, System - Asset-System

[Atypical laptop computer that can be T wireless router allows laptop

Defender

be

4 (1sp) 3 et through

Wireless Rouer. be connected to the Internet through an an Internet Service Provider (1SP).
Internet Service Provider (IP). Ths card allows you to put 2 Desktops or

You must have a Wireless Network — Servers n play. You cannot gain points. You
card in play before playing this card. You |l 1159 Connection in pl.
receive 1 point each round this cardisn | o B | c2c to be put nto play. I i ol

o play. o

receive 1 point each round this card is
ay.
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What is your strategy?

PRSI o AP R 0D,

Event Cards can be e
played by either — T |

player at any time i Ui |
during a round. They

can be crucial to
helping you win.

o — . J—

The failure of critical computer and
network equipment causes your
opponent tolose the use of an asset.
Select an Asset - System card that an
- ) py opponent has in play. Both the target card|
3 =

4 —_— PG cad e dtarde
Encryption ©

2020 TR Unfelishy of Texbsal SBGNILY

Defense - Encryption

You activate encryption on your vireless
% device. This scrambles the signal so that
attackers can't lten to your wireless

Select a Wireless Network card that you
B | ve i play and attach this card to it That
B| Wireless Network i now encrypted. While|

N Al fam N Al fam a 4 0 N
Laptop Computer i ISP Connection
S ] - -

HAN

(Asset - Wireless, System

[Atypical laptop computer that can be T wireless router allows laptop

be
(1sp) q et through
an Internet Service Provider (1SP).

Wireless Rouer. be connected to the Intenet through an
Internet Service Provider (IP). Ths card allows you to put 2 Desktops or
ervers i play. You cannot gain points You

1159 Connection in pl.

You must have a Wireless Network =
card in play before playing this card. You pe
receive 1 point each round thiscard is IO | cac to be put nto pla. I i ol
play.

receive 1 point each round this card is
ay.

of Thsksat VAR ™ 0.2020 TR Unieriy of Tezhsat ¥
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Presenter Notes
Presentation Notes
This illustrates the player at the bottom playing a Hardware Failure event card. They are targeting the asset that has a Budget Increased card attached to it. The Hardware Failure card removed both the Desktop Computer and Budget Increased card attached to it, costing the second player two points.​
NOTE: Event cards can be played whether it’s your turn or not. Consider these random events as “wild” cards. These can either help you or hinder your opponent.​



Getting Started: Each Player Does the Following...

1. Putinto play: one Deskiop Computer, one ISP Connection
“In Play” = face up on the table in your asset zone (the area closest to you on the table).

Note: You can play any one Asset — System and one Asset — ISP card type; however,

the Desktop Computer and ISP Connection cards are the only playable options within
the base deck.

pas. . s Vi § CON\\
IDesktop Computer

2. Shuffle your deck i —

o = T) §
IISP Connection

3. Draw seven cards to get started.
You may look at your cards. | ST |

an Internet Service Provider (ISP).

Asset - ISP

Establishes a connection to the Internet  |o
| through an Internet Service Provider (ISP).

This card allows you to put 2 Desktops or
Servers in play. You cannot gain points
unless you have at least 1 ISP Connection

©2024 — The University of Texas at San Antonio


Presenter Notes
Presentation Notes
The Asset – System and Asset – ISP cards represent your network. These two card types must be in play to have a “network” to defend as you get started.​


How do you play?

Turn-based game.
* During your turn, you may play cards from your hand if
possible. Read the second paragraph fully.

« Each card’s effect takes place immediately when played unless specified by the card.
* The Event cards do not count toward this limit and can be played during either turn

* When done playing cards, if you have more than cards in hand, you
must discard until you have five cards.

* You choose any card in your hand to send to your discard pile and continue doing this
until you only have 5 cards left in hand.

©2024 - The University of Texas at San Antonio c I AS


Presenter Notes
Presentation Notes
NOTE: Knowing how many cards to draw after each turn can be the hardest rule to learn for new players. Spend time ensuring the players understand this rule. ​
Remember, any three cards (Asset, Defense, Attack) can be played per turn. This can be any combination – all Assets, all Defenses, all Attacks or a combination of the three types. The yellow Event cards do NOT count toward the three card limit that may be played. However, sometimes, a player may not be able to play up to three cards. This is okay. ​



How do you play?

* Finally, cards, and your turn immediately ends. You will always
draw 2 cards at the end of a turn.

* Then, the next player’s turn begins. This player follows the same steps as
player one.

« When both players have finished their turn that is considered a round.
Scoring occurs at the end of each round.

« Once scoring has been done, round 2 begins and the process repeats until
there is a winner.

©2024 - The University of Texas at San Antonio c IAS


Presenter Notes
Presentation Notes
How does the discard rule work? A player can have a maximum 7 cards in their hand at any time. If a player only placed down one card during their first turn, they still have 6 cards in their hand. They must discard down to 5 cards BEFORE they can draw the required two cards when their turn ends. Each player must draw two cards to end their turn. If the player had started with seven cards, but played three cards, then they complete their turn with only four cards. They would next draw two cards to end their turn – they do not need to discard any cards.​



How does scoring work?

« The cards next to players 1 and 2 (to the right)
represent the current cards that each player has
In play, which affect their respective scores.

« Each card shown has a value of 1 except for the
red attack card, which is -1. How many points
does each player earn this round?

©2024 — The University of Texas at San Antonio
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Desktop Computer
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Atypical desktop computer that can be
% | used to connect to the Internet through
an Internet Service Provider (ISP)

You receive 1 point each round this card is;
in play.
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Asset - ISP

Establishes a connection to the Internet
| through an Internet Service Provider (ISP).

This card allows you to put 2 Desktops or
Servers in play. You cannot gain points
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« Player One gains 1 point in total for this round —

» Gains 2 points from Assets, but loses 1 point from = .
an Attack i

“I23eNe UE 0} 53 JO SaI
osfe s weigoid auy ‘pakeid st
B3 3)IYM “(2JeM]2W) 21eM1OS SNODIjeW
10 3dA) e ‘3510 uefol e Alfenioe st Uoiym |,
awe e papeojumop sey Juauoddo nox

* Player Two gains 3 points in total for this round

- : : Em—
« Gains 2 points from Assets and 7 point from an —
There are no Attacks causing the loss of points.

NN

(SZ AT CS\aee (SZATT CS\aoe
Desktop Computer ISP Connection
- ST
— I o %

The first player to 30 points wins!

Atypical desktop computer that can be
% | used to connect to the Internet through
an Internet Service Provider (ISP)

Establishes a connection to the Internet
| through an Internet Service Provider (ISP).

This card allows you to put 2 Desktops or
Servers in play. You cannot gain points

(First to -45 points loses)

You receive 1 point each round this card is;
in play.
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Let’s play for 5 minutes...

We will have a micro quiz on identifying incorrect states of game play on the
next couple slides.

©2024 - The University of Texas at San Antonio c IAS



an you identify what’s wrong?

* Player Two has a malware type attack
card in play while Player One has an

Anti-Malware

« Player One is using a laptop without

the Wireless router card

©2024 — The University of Texas at San Antonio
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Anti-Malware/Virus @

You install or update anti-malware and
|anti-vir e on your computer

needs to be updated periodically.

B | 7his card removes all Attack - Malware
2| cords targeting you and remains in play.
B | While ths card i in play, you ca

the target of Attack -

may only have one of this card in play.
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Laptop Computer o] Desktop Computer @

waishs - 1assy

J2)ndwo) dopisaq

be
used to connect to the Internet through
Wireless Router. an Internet Service Provider (ISP).
st have a Wireless Netwark type You receive 1 point each round this card is
in play.

card i play before playing this card. You
receive 1 point each round this card is in
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Can you identify what’s wrong?

* Player One has played a Firewall
Rules Not Updated card but Player
Two’s Host-Based Firewall has not
been removed.

* Player Two has three Desktop
Computers in play but they only
have one ISP Connection.

* Reading the descriptions and names
of these cards will help you avoid
these mistakes

©2024 — The University of Texas at San Antonio




Thank You

For examples of a full round
of play, download the Cyber
Threat Defender rulebook or
watch our video tutorials at
CyberThreatDefender.com.

CIAS
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